Hpunoxenue Nel

K npukaszy Ne /75014 4.4,

Tlono:xenne

06 oIpe/eIeHHH YIPo3 6e30NACHOCTH NePCOHATBLHBIX IAaHHbIX, AKTYaJIbHBIX IPH 00paboTKe
IIepCOHANBHbBIX TAHHBIX B HH(GOPMANHOHHBIX CHCTEMAX MePCOHAILHBIX TaHHBIX B MBY J10 «CIII
& no gyrooay «Pyr6oabHbIH KIy0 «KogomHay

Hacrosimee monokeH#e 00 OIpeeeHuH yrpo3 6e30acHOCTH IIEPCOHABHBIX JTaHHBIX, aKTyallbHbIX MpH
06paboTKe MEPCOHANBHBIX IAHHBIX B HH(QOPMAIMOHHBIX CHCTEMaX NEPCOHAIBHBIX JAHHBIX IIKOJIBI
paspaGorano B cootBeTcTBuE ¢ Konctutyuueit PO, @enepatbHbiM 3aKOHOM OT 29 nmexadps 2012 r. N
273-®3 "06 obpasosanuu B Poccuiickoit Penepanuu’, 4acTero 5 crathu 19 deyepalbHOIO 3aKOHA OT
27.07.2006 No 152-@3 «O mepcoHaIBHBIX JAHHBIXY», Y CTABOM HIKOJIEL.

1. O0mue moJIoKeHus.

1.1. VYrpossl 0e30HacHOCTH TEPCOHAIBHBIX NaHHBIX, aKTyalbHBIX Ipu 0OpaboTKe
IEPCOHANBHBIX JAHHBIX B HH(OOPMAIMOHHBIX CHCTEMAX MEPCOHAIBHBIX TaHHBIX B INKOJE
(mamee - AxtyanbHble yrpossl GesomacHocTn KCII/IH), ompesesieHbl B COOTBETCTBUH
¢ yacThio 5 cratbu 19 ®enepanphoro 3akoHa or 27.07.2006 N 152-03 "O
TIIepCOHANBHEIX IaHHBIX'", mocTaHoBJeHHeM IIpaBurenscTsa Poccuiickon Depepauun
oT 01.11.2012 N 1119 "O6 yrBepxaeHuUU TpeOOBAaHUH K 3alIUTe IMEPCOHATBHBIX
JAHHBIX IPU UX 00paboTke B MH(GOPMAIMOHHBIX CHCTEMax IEPCOHANBHBIX JAaHHBIX',
npuxazom PenepanbHOM CIryKObl [0 TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJIO (Hanee -
®CTDK Poccun) or 11.02.2013 N 17 "O6 yrBepxnenuu Tpebopanuit o 3amure
THQOPMALMK, HE COCTABIIOICd TIOCYHapCTBEHHYIO —TaliHy, COIepXalieiics B
rOCyIapCTBEHHBIX HH(POPMAIMOHHBIX cucTeMax', mpukasom @®CTOK Poccuu oT
18.02.2013 N 21 "O6 ytBepxzaenuu CocTaBa MW COJIEp)KAHUS OPraHU3ALMOHHBIX U
TEXHUYECKUX Mep II0 OOeCIedeHHuI0 Oe30IacHOCTH IEePCOHAIBHBIX HaHHBIX IIPH HX
o6paboTke B HH(OPMAIIMOHHBIX CHCTEMaxX IIEPCOHANBHEIX JAHHBIX', NPHKa30M
depepanbHOil cmykObl  GezomacHocTe  Poccumiickoit @eneparmm  (manee - @Cb
Poccun) ot 10.07.2014 N 378 "O6 yteepxnmenun CocraBa © COJACPKAHU
OPraHM3ALUOHHBIX M TEXHUYECKHX Mep M0 0OecledeHHro Ge30IacHOCTH MePCOHATBHBIX
JAHHBIX IIPY UX 00paboTKe B  HMHMOPMALMOHHEIX CHCTEMaXx TIEPCOHATIBHBIX
IAHHBIX  C UCIIOJB30BAHMEM  CPEACTB  KPHUITOTpapUUeCcKOH 3aIlUThI

MHQOPMALIUY, HEOOXOMWMBIX JUI BBIIONHEHHA yCTaHOBIEHHBIX [IpaBUTENBCTBOM
Poccuiickoii ®@epmeparvu  TpeOOBaHUMM K  3alMTe IEPCOHATBHBIX  JAaHHBIX — AJIL
KaKIOTO U3 ypoBHeid  3ammumeHHocTH', MeToguKol  OIpeneneHuss  aKTyalbHbIX
yrpo3 6e30MacHOCTH TMEPCOHANBHBIX TaHHBIX IPH HMX 00paboTke B MHGPOPMAIMOHHBIX
cHUCTeMaX  IIEPCOHANBHBIX  JAHHBIX, YTBEPKICHHOM  3aMECTHUTENIeM  JIHPEeKTOpa
®CTAK Poccum 14.02.2008, MeToauuecKuMHu peKOMEHAAMUSIMH II0 pPa3paboTKe
HOPMATHUBHBIX  IPaBOBBIX aKTOB, OTIPEIETISIOIINX YTPO3BI 6e30macHOCTH
IIepCOHANBHBIX JaHHBIX, AaKTyaJbHBIX IpU O00pabOTKe NEepPCOHATBHBIX [TaHHBIX B
UHOOPMAIIHOHHBIX ~ CHCTEMaxX IIEPCOHANBHBIX  NAHHBIX, OKCIUTyaTHPYEMbIX  IPH
OCYIIECTBJIEHHM  COOTBETCTBYIOIIMX  BHIOB  NEATEIBHOCTH,  YTBEPXKICHHBIMU
pykoBogctBoM 8-ro llemtpa ®CB Poccum or 31.03.2015 N 149/7/2/6-432,
BasoBoii Mojeabio yrpo3 0€30MacHOCTH IIEPCOHANBHBIX MaHHBIX TPH HX



00paboTKe B WH(OPMAIMOHHEIX CHCTEMaX IIePCOHANBHBIX AHHBIX, yTBEPKICHHOM
3amectutesieM nupekropa @CTOK Poccuu 15.02.2008, u BankoMm maHHEIX yIpo3
GesomacHOCTH HH(OpPMaIUM, pasMelleHHbBIM Ha odunuaneEoM caifte OCTIK
Poccuu (http://bdu.fstec.ru).

1.2. Axrtyanbuble yrposel 6esomacHoctr MCII/IH comepxkaT IepedeHb aKTyalbHBIX
YIpo3 0e30MacHOCTH TePCOHANBHEIX NAHHBIX IIPH UX 006paboTke B MHMOPMAIHOHHBIX
CHUCTEMax IePCOHATBHBIX HNaHHbIX (manee - WCII[H)
IITKOJTEI.

1.3. Axtyanenele yrpossl OesomacHocth MCIIJIH mHomIexarT amanTalid B XOJIe
paspaboTKu  OpraHaMH  BIA4CTH  YaCTHBIX  MoZelell  yrpos  6e30IIacHOCTH
IIEPCOHAIBHBIX JaHHBIX JUIA KaXI0H HH(OpMalluOHHOH cucteMsl (manee - C).

1.4. Tlpu paspaboTke 4YaCTHBIX MojeNiell yrpo3 Ge30MacHOCTH HNePCOHANBHBIX NAHHBIX
IIPOBOJUTCS aHaIn3 CTPYKTYpPHO-(DYHKIIMOHATBHBIX XapaKTePUCTHK ncC,
OKCIUTyaTUPYEMOM IPH OCYINECTBICHUH INKOJIOW (YHKIMA M ITOJHOMOYMH, a TakKe
OPpUMEHSIEMBIX B HeW HMH(OPMAIIMOHHBIX TEXHOIOTHH H  OcoOeHHOCTEH ee
(QYHKUMOHMPOBAHUA, B TOM YHCIE C WHCIONB30BAaHMEM baHKAa [JaHHEIX yrpo3
6e30macHOCTH HHPOPMAIHH.

1.5 B wacTHO#f  Momem:m  yrpo3  6e30MACHOCTH  NEpPCOHANBHBIX  JaHHBIX
YKa3bIBAIOTCS:

onucanue VICII/IH 1 ee CTPYKTypHO-(QyHKIMOHATIBHBIX XapaKTEPUCTHUK; ONHUCAHKE YTPO3
0€30IIaCHOCTH  MEPCOHANBHBIX TaHHBIX C y4eTOM
COBOKYITHOCTH IMPE/IIONIOKEHUH O crtocobax, MOrOTOBKE U MPOBENECHUM aTaK; OIHCAHUE
BO3MOXHBIX ys3BumocTedl HC, crmocoOoB peammsaiuu yrpos

OesomacHOCTM HMH(OPMALlMM W  TIOCHENCTBHI HapylIeHHH 6e30macHOCTH
MH(}OpMAIIUH.

1.6. O6bextamu wundopMatusanuy B ImKoie BbicTynaoT MC, HMEIOMHe CXOHYIO

CTPYKTYpY U  OTHOTOYEYHOE IIOJKIIOYEHUE K CeTSIM OOIIero
IOJB30BaHUA W (WiIn) HH(QOPMAIIMOHHO-TEIEKOMMY HUKAIIMOHHOM CeTH
"Hureprer” (mamee - cets "HHTepHer") depes BBINENeHHYIO HHOPACTPYKTYpy -
MEXBEJIOMCTBEHHYIO CETh IIepeJlauM NaHHBIX Ps3aHcKkoil 001acTy.

1.7. bassl  nmaHHBIX MHQOPMAIMM, C  HCIONB30BAHMEM  KOTOPHBIX
OCYIIECTBILIIOTCSL  COOp,  3amMCh,  CHCTEMAaTH3allWs, HAKOIUIEHHE, XpaHeHWe,
yTouHeHue (OOHOBIEHHE, W3MEHEHHE) II€PCOHANBHBIX JIaHHBIX rpaKaH

Poccniickoit Qenepanuu, HaXOAATCS Ha Tepputopuu Poccriickoii ®eneparium.
1.8. BBom mnepcoHanpHbix gaHHBIX B WMC ®W  BBIBOJ manHelx w3z HC
OCYIIECTBIIAIOTCS  C  HUCIOJB30BaHMEM OyMaXXHBIX M OJIEKTPOHHBIX  HOCHTeJNeit
uHQopMalmu. B KkauecTBe ONEKTPOHHBIX HocuTenedl WMHGOPMAUMH HCIIONB3YIOTCS
YYT€HHBIE CBEMHBIC HOCHTENW HMH(OPMAIMM U ONTHYecKWe IucKd. JlocTym k
WCII/{a orpanyudeH mepedHeM COTPY JHUKOB IIKOJBI, SBISIOMIUXCS Bianeabiem VC.
1.9.  Tlepemaya  mepcoHamBHEIX  JAHHBIX B  JpyrHe  OpPraHW3alid W B
TePPUTOPUATIBHBIE OpPraHbl (eAepPabHBIX OPraHOB MCIIONHUTEIHHOH BIACTH IIO CETIM
obmero  momp3oBaHMA M (wim) cetm  "VHTepHeT"  OCYyIeCTBISETCS
VCTIONIb30BAHAEM  CePTHQUUMPOBAHHBIX  MU(POBANBHBIX  (KpUITOrpahHIecKux)
cpencTB 3aiuThl HHGopMarmu (nanee - CK3I).
1.10. Kontpomupyemoit 3o0H0i WC sBIAIOTCA aIMHHHCTPATHBHBIE 3IAHHUS KOJIUIEIKA.
B mpenenax KoHTpomHpyeMoM 30HBI HaxomsATcs pabouMe MecTa IIOJB30BaTeNel,
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CepBEpPBl,  CETCBOE U  TEIEKOMMYyHHUKallMOHHOoe  obopymoBanwe MC. Bre
KOHTPOJIUPYEMOH  30HBl HAXOAATCA JUHWM TEpefaydl JaHHBIX U
TENICKOMMYHHUKAIIMOHHOE ~ 000pyZOBaHKMe, HCHONB3yeMoe it  WH(OPMALMOHHOTO

oOMeHa 110 ceTsIM o0IIero mons30Banust u (uin) cetu "Untepret".

1.11. B anMHHHACTPaTUBHBIX 3JaHMSIX IIKOJIBI JOJDKEH OBITH

OpPraHU30BaH IIPOIYCKHON PEKUM;

JOJDKHO OBITH HCKIIOYEHO HEKOHTPOJHpPYeMOe IMpeOBIBaHie IIOCTOPOHHUX JIML |
HEKOHTPOJIUPYEMOE NepEMEIICHAE (BBIHOC 3a TIPEHelnl 3/IaHMUs)
KOMIIBIOTEPOB U OPI'TEXHUKH;

[IOMEIICHUsI ~ CO  CPeACTBAMU  BBIYMCIUTENBHOH  TEXHHMKH  JOJDKHBI  OBITH
000pyI0BaHbI 3aANUPAIOIIMMUCS IBEPSIMHU ¥ OTIEYaTHIBAIOIIMME YCTPOHCTBAMY;
JOIIOJTHUTEIHHO MOXET OBITb OpPraHW30BaHO BHIEOHAOIIONEHHE B
KOpUIOpax, BECTUOIOJAX U XOJIIaX.

1.12. 3ammra nepcoHanbHEIX HOaHHBIX B MC INKOIBI M CETAX OOLIEro IIOJNB30BaHMUI,
IMOAKIIOYaeMbIx K cetu "MHTepHet", obecmednBaeTcs CpeacTBAMH 3aIlUThl HHOPMALUH
(mamee - C3N):

C3U or HecaHKIMOHHPOBAHHOIO HOCTyMa, cepTudumupoanabiMu ®CTIK Poccum, He
HIKe 4  ypOBHA  KOHTPOJSL  OTCYTCTBHSI  HENEKJIAPMPOBAHHBIX BO3MOXKHOCTEHl
(nanee - HIB);

CpeICcTBaMH aHTHBMPYCHOM 3amuthl, cepTudunupoBanubiMa @OCTIOK Poccun, He
HIKe 4 Kitacca;

MEXKCETeBEIMU  OKpaHamH, ceprudunupoBanasiMd DOCTOK Poccun, He Huxe 3
KJlacca;

CK3U, popmupyrommmu BupTyansHbie yactable cetd (VPN), cepTUPHUITUPOBAHHBIMU
@OCbB Poccun o knmaccy KC 1 u Brite;

CHCTEMaMU 0OHapy KeHUsI BTOP)KEHHsI He HuKe 4 Kiiacca;

CPEICTBOM TOCYIapCTBEHHON CHUCTEMBI OOHAPYXXEHWSI, MPENyNPEKIACHUS W JINKBANALIUN
IIOCICICTBUN KOMIILIOTEPHBIX aTak Ha HHQOpPMaIMOHHBIE pecypchl Poccuifckoit
Ddeneparum.

2.XapakTepucTHkd 0e30macHOCTH HHGOPMANHOHHBIX CHCTEM IEepPCOHANBHBIX
AAHHBIX.,

ey OcHOBHBIMH CBOMCTBaMH 0€30IacHOCTH uHMOpMAITIH SIBIISTFOTCSL:
KOH(HIEHIHAILHOCTD - 0043aTeNIbHOE IS COOJIFONCHMUS OIIEPATOPOM HIIH

UHBIM [OJYYHMBIIUM JOCTyI K II€PCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHME HE
JOIyCKaTh WX PacIpOCTpaHeHHs 0e3 coriacus cyObeKTa NMEpCOHANBHBIX JAHHBIX WU
HaJIU4Ms HHOTO 3aKOHHOTO OCHOBAHUS;

HEeJIOCTHOCTh -  COCTOSHME  3AIUMIIEHHOCTH  HMH(OPMAlWH, XapaKTepU3yeMOe
crocobHocThr0 MIC  obGecniednBaTh COXPaHHOCTP W HEM3MEHHOCTH HH(DOPMAIUM HPU
IIONBITKAX HECaHKIMOHMPOBAHHBEIX BO3NEHCTBUM Ha Hee B mpolecce o0paboTKu
WA XPaHEHUS;

AOCTYHHOCTH - COCTOSHHME HHQOpMALUM, TIPH KOTOPOM CyOBEKTHI, HMEOLIHe
IpaBa JOCTyIla, MOTYT peaIl30BaTh UX O€CIPEIITCTBEHHO.

2.2. llox akTyalbHBIMH Yrpo3amMy O€30MIaCHOCTH IIEPCOHANBHBIX AAHHBIX IIOHAMAETCS
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COBOKYIIHOCTH  yCIOBHEl ¥  (AaKTOpOB,  CO3JAIOIMIKX  aKTyalbHYIO OIACHOCTh
HEeCAHKI[MOHUPOBAHHOTO, B TOM YHCJE CIy4aiHOro, JOCTyma K IEPCOHANBHBIM
IaHHEIM Ipu uX obpabortke B VMC, pe3ynsTaToM KOTOPOTO MOTYT CTaTh yHHYTOXEHHUE,
W3MeHEeHue, OJIOKMpOBaHWE, KOIMPOBaHHWE, IIPEIOCTAaBICHWE,  PACIPOCTPAHCHHUE
IEPCOHANBHLIX JIAHHBIX, & Takke WHBle HENPaBOMEPHEIE IEHCTBUSL.

2.3. B zaBucumocTH OT cocTaBa 00pabaThIBaeMbIX II€PCOHANBHBIX MOAHHBIX W THUIIA
aKTyaJIbHBIX YIpO3 HEOOXOMUMBIM ypOBEHb 3allUINEHHOCTH TMEPCOHATBHBIX NAHHBIX IV
xkax ot UCIT/Ix ompenensieTcs HHAUBUY AlIBHO.

24. Jnxs WUCIIJIa  opraHoB  BIacTH  aKTyalbHBl ~ yrpo3bl  0€30macHOCTH
IIepCOHANLHBIX [JaHHBIX TPEThEro THIA, He CBi3aHHBlE ¢ Hanmnduem HJIB B
CHCTEMHOM ¥ IPHKIagHOM HporpaMmHoM obecmedenmu (manee - [IO),
ucnoiszyemom B IC.

3. TlpumveHeHHe cpeiCTB KpHNTOrpaguyeckoil 3amMTbhl HH(pOpMaUHH B
HH(pOPMAIUOHHBIX CHCTEMAX NEPCOHATbHBIX TaHHBIX.

3.1.  AxryamsHocts  mpumenenws B WCIIJln  opramos  Bmactu  CK3U

ompesersieTcss HeOOXOAUMOCTBIO 3aIlUTHl MEPCOHATBHBIX [aHHBIX, B TOM YHCIE TPH

MH(QOPMAIIHOHHOM OOMEHE MO CeTSIM CBs3M OOIIEro MoJb30BaHMSA M (W) CeTH

"Nutepuet".

3.2. CK3U mnpenHasHadeHbl Ui 3aIlUTHl MHGOPMAIMK OT JIIEUCTBUM CO CTOPOHBI

JIAI], He MMEIOIIUX IPaBo JOCTyIa K 3TOH HHpOpMaLuH.

3.3. TIpuHATEIMA OPTaHW3AI[IOHHO-TEXHUYECKUMM MepaMd B KOJIGDKE IOJDKHA

OBITh MCKIIOUEHA BO3MOXKHOCTh HECAHKIMOHWPOBAHHOIO JOCTYIIa MOTEHIMAIBHOIO

HapylnuTes K kirodeBoi nadopmanun CK3M.

3.4. ITpn 3KCIUTyaTauu CK3U JIOJDKHBI coOro1aThCs TpeOOBaHM

SKCILTyaTAlOHHO-TeXHUYECKOW  mokymeHtanmu Ha CK3M wm  TpeboBanms

NEHCTBYIOIIMX HOPMATHMBHBIX IIPaBOBBIX AaKTOB B  O0JacTd  peaiu3allil U

skcmuryataiu CK3.

3.5. Jlns obecriedeHHs 6e30MACHOCTH MEPCOHANBHBIX MAHHBIX IIPH KX 00paboTke

B MCIIIlnu wcnone3yrorcs CK3M, mnpomenmme B yCTAaHOBICHHOM IIOPSAIKE

MPOIIeTypy OLIEHKH COOTBETCTBHIL.

3.6. O6pextamu 3zamutel B MCII[IH  gaBidrorcs:

[IEPCOHANILHBIE TAHHBIE;

CpelcTBa KPHIITOTpaQUYIecKOd 3alluThl HMHpOpMaliu; cpena

dyuxumonuposanust CK3U (nanee - CD);

MHGOPMALIUA, OTHOCSIIAACS K KPUNTOrpaduuecKol 3aluTe IepCOHANBHBIX IaHHBIX,
BKIIOYAs  KIIOYEBYIO, IAPONBHYI0O ¥  ayTeHTUGHLUPYIOLIYIO

undopmaruo CK3H;

JOKYyMEHTEHI, JleNla, JKypHANbl, KapTOTEKH, W3OaHUs, TeXHHIECKUE TOKYMEHThHI, paboune

MaTepuanbl W T. I, B KOTOPBIX OTpaXkeHa 3alulaeMas HHQOpMAlus, OTHOCSIIAAIC

k HCIIJlH u wx Kpunrorpa@uueckodl 3alluTe, BKIHOYas JTOKYMEHTAllMIO Ha

CK3u u Ha TEXHUYECKUE u IIPOTPAMMHEIE  KOMIIOHEHTBI  CPEJIBI

dbyukmuonnposanus CK3U;

HOCHTENM 3aluiiaeMoii  wmHbopmaruu, wucnoisdyemsle B KMC B mporecce

4



KpUNTOrpaQuieckol  3alUThl  II€PCOHANBHBIX  JaHHBIX, HOCHTENH KJIIOYEBOMH,
napospHOi ¥ ayreHTrpuuupytomei nHGopmanun CK3M n mopsnok DOCTyna K HAM,
HCIIONB3yeMble  MH()OPMAIMOHHOM  CHCTeMOM KaHambl —(NIMHHM)  CBSI3W, BKIIOYas
kabeJbHbIE CUCTEMBI;

MOMEIeHUsI, B KOTOphIX Haxomsarcs pecypcsl HMC, wumeronme OTHOIICHHE K
KPHUITOTpaQUuecKoy 3aluTe NePCOHAIBHBIX TaHHbBIX.

3.7. Peanu3amus yrpo3 6e300aCHOCTH [IEPCOHANBHBIX ~JAHHBIX, 00pabarbiBaeMbIX B
WCIIIH, ompenenseTcs BO3MOXHOCTSMU HCTOYHHKOB aTak. Ha OCHOBaHWH HCXOHBIX
JaHHBIX 00 00BeKTax 3aluThl W MKCTOYHHMKAX arak B Ta0mume 1 Mg IIKOJEBI
ompeeeHbl 0000IIeHHbIE BO3SMOXHOCTH HCTOYHHKOB aTak.

Taoaunna 1

O00011IeHHBIE BO3MOXKHOCTH UCTOYHHUKOB aTaK Ila/ Het

1.BO3MOXHOCTH ~ CaMOCTOSITENIBHO  OCYILIECTBJIATH  CO3JIaHME
CIIOCO0OB aTak, IOArOTOBKY U TMPOBEAEHME arak TOJIBKO 32 Ma
mpeaeaMyu KOHTPOJIUPYEMOU 30HBI

2. BO3MOXKHOCTH CaMOCTOSITEJIBHO OCYIIECTBIISITH CO3[JaHUE CIIOCOOOB
aTaK, OATOTOBKY M IpPOBEJEHME aTaK B IIPEJieNiaX KOHTPOIMPYEMOH |y,
30HBI, HO 0e3 (U3UYECKOro JOCTyIa K alllapaTHEIM CPEACTBaM (Jajee
-AC), wna koropeix peammsoBanel CK3M wm cpema wux
bYHKIMOHUPOBAHUS

3 BO3MOXHOCTb CaMOCTOSTENBHO OCYIIECTBISITh CO3[JaHKUe CIIOCOOO0B
aTak, IOATOTOBKY M IIPOBEJEHHE aTak B IMpeesiax KOHTPOIUPYEMOM Her
30HBI C (usmdeckuM poctynmoM kK AC, Ha KOTOPBIX pealn30BaHBI
CK3U u cpena nx QyHKIIMOHUPOBAHNUS

4. B03MOXXHOCTh IIPHBJIEKATh CIEIUANIMCTOB, HMEIOIINAX _ OIBIT
pazpaborku u ananuza CK3U (Bkmodas CHENUaTMCTOB B OOIACTH | {yer
aHaIW3a CHTHAJIOB JIMHEHHOW Tmlepefadd W CUTHAJIOB II000YHOIO
3IIEKTPOMArHUTHOTO M3nydeHns u HaBogok CK3M)

5. B03MOXHOCTh HpHBJIEKATh CHEIUAIUCTOB, HMMEIOIIMUX _ OIBIT
pazpaborku u amanuza CK3U (BkiIogas CIENUaIMCTOB B OOIACTH | fier
UCIIOJNIB30BAHUS JUIS peajiu3allii aTaKk HeIOKyMEHTHPOBAHHBIX
BO3MOXHOCTEH MPUKIIATHOTO IPOrPaMMHOI'0 00eCIIeueHHs )

6. BO3MOXHOCTH IpHBIEKATh CIELUAAINCTOB, HMEIOIIMUX _ OIIBIT
paspaborku u amammza CK3U (Bkirodas CHENHANUCTOB B OONACTH | fier
VICTIONE30BAHMA  JUI  pealu3alil arak  HeJOKyMEHTHPOBAaHHBIX
BO3MOKHOCTEH annaEaTHoro ¥ IPOTPAMMHOTO KOMIIOHEHTOB CPEJbI
byukumnonuposanus CK3)

3.8. B coorsercTBMHM C OOOOIIEHHBIMH BO3MOKHOCTSIMM  HCTOYHHKOB  aTak
(taGauma 1) ompemeneHBl IBe aKTyajdbHbIE YTOYHEHHBIE BO3MOXHOCTH
HapyIIuTelell ¥ HampaBlieHWsi aTak (COOTBETCTBYIOIIME aKTyalbHble yrposbl it HC)
(Tabnuia 2).

Tabauma 2

YTouHEHHBIE AKTyaJIbHOCTb

BO3MOXXHOCTH HCIIOJIb30BaHUS

HapyIIUTenei U | (mpuMeHeHus )

HaIpaBJIeHUs aTak | s O60CHOBaHNE OTCYTCTBHS




(COOTBCTCTB}’IOH_[I/IG

IIOCTPOCHUA H

aKTyaJIbHbIE YIPO3EI peanuzanuu

aTak

2 3
1. IlpoBenenue araku| HeakryanbHO [TpoBomsaTcs paboTBl IO HOAOOpPY
Ipy  HAXOXICHUH B MepcoHala, IIpeCTaBUTENN

mpeaenax
KOHTPOJIUPYEMOU 30HBI

TEXHUYECKHX, OOCIYXMBAIOIIUX H
IPYTUX BCIIOMOTATENBHBIX —CIyXKO
npu  paboTe B IOMEIICHHUAX
(cTotikax), II¢  PacIOJIOXKEHBI
CK3U4, 151 COTPYIHUKH,  HE
SIBIISTFOTITECS I10JTE30BaTEISIMA
CK3H, HaxXOoOATCs B 3THUX
ITOMEITEHUIX TOJIEKO B
IPUCYTCTBUHA  COTPYJHHMKOB  IIO
OKCILTyaTalluu;

COTpYIHUKH, SIBJISIFOIIIAECS
nons3oBatensvu  VICIT[IH, HO He
SIBJISTEOTIINECST [10JIE30BaTEISIMU

CK3M, npouH)OPMHUPOBAHEL O
npaBwiax paborsl B MCIIJIH =
OTBETCTBEHHOCTH 32 HECOONOIEHHE
npaBui obecreueHNs 0e30IacHOCTH
“HpOpMAaIUY;

IIOJT30BATETHN CK3U1
IpoH(GOPMHUPOBAaHEL O IIPaBUIIAX
paborer B MCII[H, mpaBuiax
pabotel ¢ CK3M 1 OTBETCTBEHHOCTH

3a HeCOOII0eHIEe MTPaBUII
obecrieyeHus 0e3011aCHOCTH
uHOpMaIuy; [IOMEIICHUS, B

xoropeix  pacrmonaratotres  CK3H,
OCHAII[eHBl BXOJHBIMUA JBEPHEMHU C
HAJEeXKHBIMA 3aMKaMH, 00eCIIeYeHO
IIOCTOSIHHOE  3aKpbhITHE  JBEpEH
[IOMEINEHN# Ha 3aMOK, U ux
OTKPBITHE OCYIIECTBISIETCS TOJIBKO
JUIsL CAHKIIMOHWPOBAHHOIO IPOXOJa;
YTBEPIKIEHBI TIpaBWia [OCTyIa B
[OMEILEHUs, TAEe  paclloNararTcs
CK31, B pabouee u Hepabouee
BpeMs, a Taloke  BHEIITAaTHBIX
CUTyaIlWisIX; YTBEPXKIEH IEpedYeHb
JHI, WMEIOIMX MMPaBO JOCTyla B
[IOMEINEHUsI, TIle pPacloIaralTcs
CK3U; OCYIIIECTBIISIETCS




pasrpaHuvuCHHAC H KOHTPOJIb

JOCTyIIa TI0JIb30BaTelICH K
3alMUINacMbIM pecypcam;
OCYIICCTBIIACTCA perucTpanusi u

y4eT JeUCTBUM IIOJIB30BaTElIed ¢
IIJlH; ocymecTBisieTCd KOHTPOIb
IIETOCTHOCTA  CPEACTB  3alllUTHI;
Ha APM u cepsepax, Ha KOTOPBIX
YCTaHOBJIEHBI CK3U,
HCIIOJB3YIOTCS CePTUPHUIMPOBAHHBIE
C3M oT HEeCaHKIIMOHAPOBAHHOI'O
nocrtymna (nanee - HCI);
HCITONIB3YIOTCS CEPTUPUIUPOBAHHBIE
CpeJICTBa AaHTUBUPYCHOM 3aII[UTEL

2. IlpoBenenune arak Ha| Heakryampro | ITpoBomsrcst paboThl MO IOZOOPY
HeaktyasipsHO JTare IepcoHana;

skcmryararuu  CK3U mokymeHnTaius Ha CK3U xpanwuted
Ha ciemyromme y otBerctBeHHoro 3a CK3W B
OOBEKTEI: METaNINYECKOM celide; moMeleHus,
TIOKYMEHTAITUIO Ha B KOTOPBIX pacroiararoTcs
CK3M u KOMIIOHEHTEI nokymentanus Ha CK3W, CK3U u
C®; mnomemieHus, B KOMITIOHEHTEI Co, OCHAIIIEHBI
KOTOPBIX HAXOIUTCS BXOIHBIMHU JIBEPbMHU C HANECKHBIMU
COBOKYITHOCTH 3aMKaMH, OOECIeUeHO IIOCTOSIHHOE
MIPOTPaMMHBIX u 3aKpBITHE JBEped IOMELICHUH Ha
TEXHUYECKUX 3aMOK, u 150: OTKpPBITHE
BIIEMEHTOB CUCTEM OCYIIIECTBISIETCS TOJBKO UL
oOpaboTKu HaHHBIX, CaHKIIMOHHUPOBAaHHOTO Ipoxo/a,
CIIOCOOHBIX YTBEPXKICH repeyeHb U,
byHKIIMOHUPOBATH MMEIOIIMX  MpaBO  JOCTyIla B
CaMOCTOSITEIBHO WIIA B TIOMEIIEHUS

cocTaBe CpeICTB

BBIUMCIIATEIBHON

texuuku (manee - CBT)

uCo

3. ITonydyenre B pamKax| AKTyaJlbHO

IIPeIOCTaBICHHBIX

IIOJTHOMOYHM, a TaKxe

B pe3yJpTare

HaOIIOIeHU I

(13 011(S71

UHpOpMAITUH:

CBEJICHUU 0

bU3IIeCKIX Mepax

3alUTEl  OOBEKTOB, B

KOTOPBIX PasMCIICHBI




pecypchl

UH(POPMALMOHHOK

CUCTEMBI;

CBEJIEHHM O Mepax IIo

obecrieueHuo

KOHTPOJUPYEMOU 30HBI

00BEKTOB, B KOTOPBIX

pa3MeIIeHbl  PeCYpPCHI

uH()OPMAaITMOHHOU

CUCTEMBI;

CBEelICHUN O Mepax IIo

pa3rpaHUUeHUIO

nocTyna B

TTOMEIICHHUS, B

KOTOPBIX  HaXOXATCS

CBT, mHa KOTOpBIX

peanmzoBansl  CK3U

uCo

4. Vicrionp30BaHue AXTyanbHO

IIITATHBIX CpeJCTB

NCII/H,

OTpaHUYEHHOE

MepaMu,

peann30BaHHBIMU B

“H()OPMATMOHHOU

CHCTeME, B KOTOPOWU

ucnonszyercss  CK3U,

U HalpaBlIeHHBIMU Ha

MIpeI0TBpAICHIE 1%}

IIpeceveHue

HECAaHKITMOHUPOBAHHBIX

JIEUCTBUMI

5.. @usmaeckuit noctyn | HeakryansHo [IpoBoAsSTCA paboOTEl O  TOAOOPY

k CBT, Ha KOTOpBIX MepCoHaa; ITOMEIIIeHHUS, B

peammzoBanbl  CK3U KOTOPBIX  PacIIOIararoTcs CBT,

u Co Ha KoTOpbIX pacnoiaratorcs CK3M
u CO®, ocHalleHbl BXOAHBIMU
TBEPHEMU ¢ 3aMKaMH,
obecrieunBaeTcs IIOCTOSTHHOE
3aKpBITHE JIBepel IOMEINEHUH Ha
3aMOK W WX OTKPBITHE TOJIBKO
JUTSI CAHKITMOHUPOBAHHOTO MPOXOJIA.

6. BosmoxxHocTs | Heakryansuo | IIpoBomsTcs paboTel 1o mOAOOpY

BO3MIEICTBOBATh Ha IepcoHasa, MOMEIIeHUs, B KOTOPBIX

armapaTHbIe pacrionaratorcest CK3U u Co,




KOMITOHEHTBI CK3U1 OCHAIIIEHbl BXOJHBIMU JBEPBMH C

u CO®, orpanuyueHHas 3aMKaMH, obecrneunBaeTcs
MepaMu, MOCTOSIHHOE  3aKphITUE  JIBepel
peann30BaHHBIMHU B MOMEIeHW  Ha 3aMOK W UX
UHGOPMAIMOHHOU OTKpPBITHE TOJIBKO TSt
cucTeMe, KOTOpPOi CaHKITMOHUPOBAHHOTO MIPOX0Ja;
ucrone3yercs  CK3U, MIPEACTaBUTEIH TEXHUYECKUX,
1 HaIIpaBJIeHHBIMU Ha 00CITy)KUBAIOIIIUX U JIpyTux
MIpe0TBpaIeHue u BCIIOMOTATeNbHEIX  CIOyXk0  Tpu
IpeceveHue paboTe B MOMEIICHUAX (CTONKAaX),
HECAHKIIMOHUPOBAHHBIX I7ie  PacCIoJIOXKEHbl  KOMIIOHEHTHI
NEACTBUN CK3U u CO, u COTpyAHUKH, HE

SIBJISTFOIITHECST IT0JIB30BATEISIMHU

CK3U4, HaXOJIATCS B ATUX

IIOMEUICHHUAX TOJIBKO B IIPUCYTCTBUU
COTPYAHHKOB I10 SKCILTYaTalluH.

7. Bo3moxxaocTh | HeaktyamsHo | He  ocymiectBisieTcst  o6paboTka
pacrojyiaraTh CBEJICHUH, COCTaBJISIFOIIIX
CBEJICHUSIMH, ‘ rocy1apcTBEeHHYIO Taiiny, a
COJIepIKaIlUMUCS B TaKk)ke WHBIX CBEICHHM, KOTOpHIE
KOHCTPYKTOPCKOM MOTYT TPENCTaBIATh HHTEpeC s
JIOKYyMEHTAIIUU Ha pearu3anuy BO3MOXKHOCTH.
arrapaTHbie u

pOoTrpaMMHBIE

KoMIoHeHThI CD

8. Bosmoxnocts| HeakryansHo | He  ocymectBisiercss  obpaboTka
HeakryansHO CBEJICHUH, COCTAaBIISIOIINX
BO3/IEICTBOBATH Ha rocy1apcTBEeHHYIO Talny, a
TO0BIe  KOMTIOHEHTHI Tak)ke WHBIX CBEICHUM, KOTOpHIE
CK3U u CD MOTYT MPEACTAaBIATh HHTEpPEC I

peain3anr BO3MOXHOCTH.

4. Omnpenenenne aKTyaJbHbIX Yrpo3 0e30MacHOCTH IEPCOHANbHBIX [AaHHBIX B
HH(OPMANMOHHBIX CHCTEMAX NMEPCOHATbHBIX JaHHbIX.

4.1. Ha ocHOBe TpOBEICHHOrO aHamW3a OaHKa MaHHBIX Yrpo3 0e30macHOCTH
uabopmanmu  (www.bdu.fstec.ru) ¢ yu€ToM  CTPYKTypHO-(YyHKIIMOHAIBHBIX
xapakTepucTuk TumoBelx KMC, a Takke MNpPUMEHSeMBIX B HHUX HH(POPMALMOHHBIX
TEXHOJIOTUH U ocoOeHHOCTeH GyHKIHOHUpoBaHusI, B MIC opraHoB BIACTH MOTYT OBITH
aKTyalIbHBI clieytotue yrpo3sl 6ezonacuoctu UCIIH:

YBN.3 Yrpo3a ananuza KpunTorpaduyecKux ajJropuTMOB U WX peanusanuy; YbH.4
VYrposa ammaparHoro copoca maposst BIOS;

YBU.6 Yrpo3a BHeApeHU KOAA WU JAHHBIX;

VYBU.7 Yrpo3a Bo3aeicTBUSA Ha IPOrpaMMBbl ¢ BBICOKUMU MpuBHiIerusImMu; Y bU.8

VYrpo3a BOCCTAaHOBIEHHS ayTeHTHQUKarmoHHON wHopmaruu;,; YBU.9 Vrpoza



BOCCTaHOBIJICHUS NIpeAbIayLIel ysa3BuMon Bepcuu BIOS;
VYbH.12 VYrpoza nOeCTpyKTHBHOIO M3MEHEHUS KOH(UTYpaIuu/Cpesibl OKPYKEHMUS
IpoTrpamMm;
YbU.13  Vrpo3za  AeCTpyKTHMBHOTO  HCIIOJNIB30BAHUS  JIEKIAPHUPOBAHHOIO
dbyuakuuonana BIOS;
VYbU.14 Vrposa [OIUTENBHOTO YJEp)KaHUS  BBEIYHCIUTENBHBIX  PECYpCcOB
IIOJIb30BATEISIMU;
YBH.15 Vrposa fnocTyna K 3aluiaeMbIM (aiiiaM ¢ HCIoNb30BaHHeM 00XOIHOIO IIyTH;
VYBbHM.16 VYrposa noctyma K JOKaJdbHBIM (aiimam cepBepa mpu momomy URL;
YBbU.17 Yrposa nocryna/mepexsara/usmenenns HTTP cookies;
YbH.18 Yrposa 3arpy3Kku HEIITATHON ONEPAITHOHHOMN CHCTEMBL;
YbU.19 Vrposa 3apaxenus DNS-kera,;
YBbM.22 VYrpo3a u30BITOYHOTO BBIJEICHUS OIEPATUBHOM ITaMSATH,
YBI.23 Vrpo3a uaMeHeH!sT KOMIIOHEHTOB CUCTEMEL,
YBU.26 Yrposa uckaxenuss XML-cxeMbr;
YbM.27 Vrposza HCKaxeHHs BBOAMMONW W  BBIBONUMON Ha  Iepu(epuitHbIe
yCTpOMCTBa HHPOPMAITUH;
VYbIH.28 VYrposa mcronp3oBaHMs albTePHATUBHBIX ITyTel mocTyma K pecypcam; YBI.30
VYrpoza HCITOJIB30BaHUS nH(popManuu uaeHTUpUKaI/

ayTeHTHU(UKALNN, 33JaHHON 110 YMOJIYaHHUIO;
VBbUM.31 Vrpoza HCHIONB30BaHUS MEXaHU3MOB ABTOPHU3AIMM  JJIS  IIOBEIIICHUS
IIPUBUJIETUH;
VYBUM.32 VYrposa HCHOIB30BaHMSA MONNENBHBIX IH(PoBeIx moamuceii BIOS; VBI.33
VYrpo3a HCIons30BaHus cinabocTedl KOAWPOBaHWS BXONHBIX AaHHBIX; YBW.34 Vrposa
MCIIOIB30BaHUA CIAa00CTel MPOTOKOJIOB CETEBOro/ JIOKAIHLHOrO 0OMEHA JaHHBIMU;
YbUM.36 Vrposa wHccienoBaHMsS MeXaHU3MOB pabOThI mporpaMmsbl, YBI.37
VYrposa uccieoBaHus NPUIOKESHUS Yepe3 OTYETHI 00 OLIHOKAX;
YbN.39 Vrposza ucuepnanus 3amaca Kioued, HeoOXomuMmbIx mis obHobieHus BIOS;
YbH.41 VYrpoza MexcallToBOTO CKpunTHHTa;, YBI.42
VYrpo3a MeXcailToOBOM TOJIETKHY 3aIIpoca;
YbM.45 Vrpo3a HapylleHus w30msAmumM cpenbl ucnoinHenus BIOS;
VYBN.49 Vrposa HapylieHUs [IeIOCTHOCTH JAaHHEIX Kellla;
YbM.51 VYrposa HEBO3MOXHOCTH BOCCTaHOBIEHHS ceccuu paboTel Ha I[IOBM 1mpu
BBIBOJIE U3 IPOMEXKYTOUHBIX COCTOSIHUM ITUTAHMUS;
YBbHM.53 VYrpoza HEBO3MOXKHOCTU yIpaBIEHUs NpaBaMu moib3osareneii BIOS; YBI.59

YIpo3a HEKOHTPONHMPYEMOIO pPOCTa UHCIa 3ape3epBHPOBAHHEBIX
BBIYMCIIUTEIBHBIX PECYPCOB;
YBH.62 Yrpo3a HEKOPPEKTHOI'O HCIIOJIB30BaHHS MIPO3PAYHOTrO TPOKCH-CEPBEPa 3a CUET
IJIAarUHOB Opay3epa;
YbM.63 VYrpoza HEKOPPEKTHOIO HCIOJIB30BaHUS (GYHKIHMOHANA IPOTPAMMHOIO
obecrieueHus;
VYbU.67 Yrposa HempaBOMEPHOT'0 03HAKOMIICHUS C 3aluiiaeMoi uadopmanueis; YBI.68
VYrpoza HEIIPaBOMEPHOT0/HEKOPPEKTHOTO WCTIONB30BaHUS uHTepPeiica
B3aUMOJEUCTBUS C MPUIIOKEHUEM;
YBU.69 Yrpo3a HenpaBOMEpHBIX NEUCTBUI B KaHAIAX CBSI3H;
YbM.71  Vrpoza  HECaHKLIWOHUPOBAHHOTO  BOCCTAHOBJIIEHMS  yIAJIEHHOM
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3aIuIaeMon nHGopMaIuu;

YbU.72 Vrpo3za HECaHKIMOHWPOBAHHOTO BBIKTIOYEHHS MIM 06XOMa MeXaHW3Ma

3aIlUTEI OT 3anucu B BIOS;

YBU.74  Vrposa  HeCaHKIMOHHPOBAHHOTO AOCTyIla K  ayTeHTU(PHKAIMOHHOM

UH(pOpMAaIINH;

YBM.86 ~ Yrposa = HECAHKIMOHHMPOBAHHOTO  W3MEHEHUS ayTeHTU(UKAIMOHHOMN

UHQOpMAIINY;

YBU.87 Vrposa HECaHKIHOHHPOBAHHOTO  HCIIONB30BAHMUS [IPUBUJICTUPOBAHHBIX

byukmuit BIOS;

YBM.88  VYrposa  HeCaHKIMOHHPOBAHHOTO KOIIMPOBAaHUA  3alUIacMOM

UHGOPMAINH;

YbI.89 Vrpo3a HeCaHKIHOHHPOBAHHOTO PeNaKTHPOBAHHSI peectpa;

YBM.90  Vrpoza HECAaHKLIMOHUPOBAHHOTO  CO3JaHUsS  Y4YETHOM  3aIlucH

IIOJIB30BaTEes;

YBU.91 Vrpo3a HECaHKUHOHMPOBAHHOTO YIACHWS 3al(UIAeMOi uHbopMaIuy;

YbI.93 Vrposa HecaHKIMOHHPOBAHHOTO YIIPABIEHHS Gy hepoM;

YBM.94  VYrposa  HECaHKIMOHHPOBAHHOIO  YIIPaBIICHHS CUHXPOHU3alMeH  H

COCTOSIHUEM,;

YBU.95 VYrpo3a HecaHKIIMOHUPOBAHHOTO yIIPABIEHUS YKA3ATESIMH,

YBH.98 Vrpoza oOHapyXeHHS OTKDBITHIX IIOPTOB H UICHTADUKAITHH

NPUBS3aHHBIX K HEMY CETEBBIX CIIyKO;

YBH.99 Yrposa oOHapyKeHHs XOCTOB;

YBM.100  VYrpoza o6xoma  HEKOPpPEeKTHO HAaCTPOEHHBIX  MEXaHHU3MOB

ayTeHTU(DUKAITHH;

YBI.102  Vrposa OIOCPEOBAHHOTO  yIIPaBIICHHS TPYIIION  IIporpaMMm  d4epes

COBMECTHO UCIIOJIb3yEMEIE JAaHHEIE;

VYBM.103 Vrposa ompezeneHus TUIIOB OOBEKTOB 3amutel; YBU.104

YTrposa onpeeneHns TONONOTMH BEIYUCIUTENbHOM cetn; YBU.107 VYrpoza

OTKJIFOUEHUS KOHTPOIBHBIX JATYHKOB;

YbI.109 Vrposa mepebopa Bcex HACTPOEK MW MapaMeTPOB IPUIOKEHHS,

YBHU.111 Vrposza nepenauu JaHHBIX 0 CKPBITHIM KaHATAM;

YBU.113 Vrpoza mepesarpy3kd ammapaTHBIX H MPOrpaMMHO-AIIAPATHRIX CPENICTB

BBEIYUCIIUTEIIEHON TEXHUKH;

YBI.114 Yrpo3a nepenorHeHus [eT0YUCTEHHbIX TePEMEHHbIX;

YBU.115 Vrposa mepexBara BBOAUMOI ¥  BBLIBOOUMOM  Ha nepudepuiinbe

yCTpolcTBa HHYOPMAIIUK;

YBU.116 Vrposa mepexBara NaHHBIX, IepeaBaeMbIX IO BBEIUUCIUTEIHLHON ceTy;

YBHU.117 Vrposza nepexsara MpUBUIETHPOBAHHOIO TOTOKA,

YBU.118 Vrposa mepexsaTa IIPUBHIETMPOBAHHOIO IIPOLIECCE;

YBI.121 VYrposza mOBpexIeHUs CHCTEMHOro peectpa; YBI.122

YTpo3a NOBBIIICHUS IPUBUIIETHIH;

VYbH.123 Vrpoza nogbopa mapons BIOS;

YbI.124 Vrposa nomienkw 3amucedl JKypHala PErMCTPALUM COOBITHIL

YBU.127 Vrposa mogmMeHs! AeHCTBUS MONb30BaTeNs MyTéM oOMmana; YBI.128

Yrpo3a moaAMeHbI TOBEPEHHOTO II0Ib30BaTENS;

YBHM.129 VYrposa mnoaMeHBl pe3epBHOM KONWM IIPOrpaMMHOr0 obecredernuss BIOS;
11



YbH.130 Yrpo3a mogMeHs! COIEPIKUMOTO CETEBBIX PECYPCOB;
YBbU.131 VYrpo3a mogMeHsI CyObeKTa CETEBOI0O TOCTYIIA,;
VBU.132  Vrpoza mnomydeHHs TIpeaBapuTeqbHON — mHGOpManmmu 006  00BeKTe
3aIlUTHI;
VYBH.139 Vrpoza npeononeHus: GU3nIeCKOM 3alUTHL;
YBU.140 Vrposa npuBe/ieHHs CHCTEMBI B COCTOsIHYE "0TKa3 B oOcnyxuBanun"; YBI.143
YIposa [pOrpaMMHOrO BBIBEAEHHS M3 CTPOS CPEJACTB XpaHeHHs, 00paGOTKH H
(unu) BBOJA/BBIBO/IA/TIEpeiadi MH(DOPMALIHH;
YbH.144 Yrpo3za nporpamMmmuoro copoca maposs BIOS;
YBU.145 Vrposa mpolrycka IpoBepKH HEeTOCTHOCTH IPOrPAMMHOTO 00€CIICUEeHYIS,
YBI.149 Vrposa c6os 00pabOTKH CIleHHaNbHBIM 00pa3oM M3MEHEHHBIX (DaiioB;
YBHW.152 Vrpo3za ynaneHus ayTeHTU(GUKATHOHHON HHOPMAIHN;
YBU.153  Vrpoza ycuneHus  BO3NGHCTBHS HA  BBIYMCIMTENBHBIE  PECYpCHI
MIOJI30BATENIEH [IPH ITOMOIIK CTOPOHHKX CEPBEPOB;
YBUM.154  Vrpoza yCTaHOBKM yS3BUMBIX BepCHM OOHOBIEHHS  IIPOrPAMMHOTO
obecneuenus BIOS;
YBU.155 Vrposa yTpaThl BBIYHCIUATENBHBEIX PECYPCOB;
YBU.156 VYrposa yTpaTsl HOcUTeel HHG)OPMALIWH;
YBU.157 Vrposa ¢usuueckoro BBIBEACHHS M3 CTPOS CPEACTB  XpPaHEHWS,
00paboTKH ¥ (MIIM) BBOIa/BbIBOA/Iepeiadr HHPOPMAIIHH;
YBU.158 VYrposa ¢opMaTHpoBaHUs HOCHTENeH HHPOPMAIINK;
VBH.159 Vrposa "dopcuporantoro Be6-0paysunra’;
YBUM.160 VYrposa XxuileHHSs CPeACTB XpaHeHus, o0paboTku u  (WIIH)
BBOJIa/BbIBOJIa/Tiepeiavurt HHMOPMAIUH;
YBU.162 VYrposa skcmiyaTanuu HHU(GPOBOM MOANKCH IporpaMMHOro koma; YBI.163
Yrposa mepexBaTa HCKIIOUEHHMS/CUTHAIA W3 IPUBHUIETHPOBAHHOIO GI0Ka (yHKIIMI;
YBU.167 VYrpo3a 3apaxeHHs KOMIBIOTEpa NpPH MOCEIICHHM HeOIArOHaIEKHBIX
CalTOB;
YBU.168 Vrposa "kpaxu" ydu€THOM 3aIECH [OCTYIa K CETEBHIM CEpPBUCAM;
YBHM.170 Yrpo3a HenmpaBOMepHOro MIH(ppOoBaHUsS HHPOPMALIUH;
YBU.171 Vrposa CKpBITHOrO BKIIOYEHHsS BBIUMCIMTENBHOTO YCTPOHUCTBA B COCTAB GOT-
CeTH;
YBU.172  Vrposa pacmpocTpaHeHHs "IOYTOBBIX uepBeii';
YbU.173 VYrpo3za "criama" BeG-cepBepa;
YBU.174 VYrpoza "thapmunra";
YBUN.175 Yrpoza "duruara;
YBU.176 VYrposza HapylleHHs TeXHOJIOIMYECKOIO/IPOU3BOACTBEHHOIO IIPOLecca H3-3a
BPEMEHHBIX 3a[€PKEK, BHOCUMBIX CPEICTBOM 3aIl[UTHL;
YBU.177 Vrposa HenoATBepkAEHHOrO BBOAA [aHHBIX ONEPAaTOPOM B CHACTEMY,
CBSA3aHHYIO C O€30aCHOCThIO;
YBbU.178 Vrpo3a HECaHKIHOHHPOBAHHOTO MCIONB30BAHHS CHCTEMHBIX M CETEBBIX
YTHIINT;
YBH.179  Vrpoza  HecaHKIIMOHMPOBAHHOI MOAUPUKAMKM  3al[UIIAEMON
uHbOpMaIUY;
YBI.180 Vrposa oTkasa moxacucteMsl obecrieyeHns TeMIepaTypHOro pexnma; YBI.181
Yrpo3a mepexBaTa OIHOPA3OBEIX MAPONel B pEXUME peaTbHOTO BPEMEHN,
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VBUN.182 VYrposa (GuU3MYECKOr0 YCTapeBaHWsS AalllapaTHBIX KOMIIOHEHTOB; YbH.133
Vrposa TiepexBaTa  yIpaBIE€HHs  aBTOMATU3MPOBAHHOW  CHUCTEMOW YIIPaBJICHUS
TEXHOJIOTHYECKUMU IIPOLIECCAMHY;

VBI.185 Vrpoza HeCaHKIMOHMPOBAHHOTO H3MEHEHHs IapaMeTpOB  HACTPOMKH
CpPEJICTB 3aIUTH HHPOPMAaIHH;

VYBU.186 VYrpo3a BHeApeHUS BpPENOHOCHOIO KoJa 4dYepe3 peKiIamy, CEpBUCHI U
KOHTEHT;

VBU.187 VYrpo3za HECaHKIMOHHPOBAHHOIO BO3JAEHCTBHS Ha CpPENICTBO  3AllUATEI
uHpOpMaIy;

YBU.189 Yrpo3a mackupoBaHus AEHUCTBAN BPEJOHOCHOIO KOJIA,

YBU.190 VYrpo3a BHeOpeHWs BPEeNOHOCHOIO KOJAa 3@ CYeT IIOCEIIEHHMS

3apaXeHHBIX CalTOB B ceT IHTEPHET;

VBM.191 VYrposa BHeApeHHS BPEJOHOCHOTO KojJa B AUCTPHOYTHB IPOrPaMMHOIO

obecIieyeHus;

VBM.192 Vrpos3a WHCIONB30BaHMs YSI3BHMBIX BEepCHU IPOrpaMMHOIO 00eCIedYeHus;

VYBU.193 VYrpoza yTeuku HHPOpMaUMM 3a CYET IPUMEHEHHS BPETOHOCHBIM

IPOrpaMMHBIM 00eCTIeueHIEM alrOpUTMOB MU (POBaHUS TpaduKa;

VBM.197 VYrposa XWINEeHHs ayTeHTH(GUKAIIMOHHOW MHQOPMAlMU K3 BPEMEHHBIX

daitnos cookie;

VBM.198 VYrpo3a CKpBITHOH pPETHCTPAlldd BPEJOHOCHOM IPOTPAMMHON  yYETHBIX

3amuceit aMUHUCTPATOPOB;

VBM.201 VYrpo3a yTeukd IOJIB30BATENLCKUX  JAHHBIX  IPU  KCTIOIB30BAHUU

QYHKIUA aBTOMATHYECKOTO 3allONHEHMS ayTeHTH(QUKAIHMOHHOH HHpOpMANuu B

Opay3epe;

VBU.203 Vrposa yTeukd HHOOpPMAIMM C He TOAKIIOYEHHBIX K ceTu HHTepHeT

KOMITBIOTEPOB;

VBN.204 VYrpo3a HeCaHKIMOHUPOBAHHOTO W3MEHEHHS BPENOHOCHOW IPOTpamMMOi

3HAYEHHUH apaMeTPOB IPOrPaMMUPYEMBIX JTOrHYECKUX KOHTPOJIICPOB;

VBU.205 Vrposza HapymeHus pabOTBl KOMIIbIOTEpa M OJOKMPOBAHUS JOCTyma K €ro

IAHHBIM M3-32 HEKOPPEKTHOM palbOThl yCTAaHOBJIEHHBIX Ha HEM CpPENICTB 3aIUTHI.

42. VYrposamu 6e30acHOCTH IIEPCOHANBHBIX [NAaHHBIX IIpd HX 00paboTke ¢

ucnoiszoBanreM CK3U sBisroTes:

4.2.1. co3manue croco0o0B, MOATOTOBKaY IIPOBEIECHHIE aTaK 6e3 TIPUBJICUCHUS

CIIEIMAIACTOB B 001acTi pa3padboTku u aHanmuza CK3H;

4.2.2. co3maHue CIOCOOOB, IIOATOTOBKAa M IIPOBEACHHE aTaK Ha Pa3IUYHbIX 3Talax

wmsgegnoro tmwmkna CK3U. K sramam  xumsmenmoro mwmkina CK3W orHOCcsTCS:

paspaboTka (MOAEpHU3aIKsA) YKa3aHHBIX CPENCTB, WX MPOU3BOJICTBO, XPAHEHHME,

TPaHCIIOPTHPOBKA, BBOJ[ B AKCILTyaTalHIo (IlyCKOHAIA[09Hble pabOThI), SKCIITyaTallys;

42.3. mpoBeleHHe arakW, HAXOIICh BHE IIPOCTPAHCTBA, B IIpeAerIax KOTOPOro

OCYIIECTBIIAETCS KOHTPOJb 3a MPeOBIBaHIeM M IEHCTBUSAMM IHIL ¥ (MII¥) TPAHCIOPTHBIX

CpeicTB (majee KOHTpoiMpyeMas 30Ha). I'paHMIEd KOHTpPOIMPYEMOM 30HBI ~ MOXKET

OBITH: TIEPUMETP OXpaHIeMOUN TEPPUTOPUM  OpPTaHM3ALMHU,  OrPAXKIAIOIINE

KOHCTPYKI[MM OXPaHSEeMOTO 3[JaHUs, OXPaH’AeMOW 4YacTH 3[aHUfA, BBEIICICHHOIO

ITOMEIIEHHUS;

4.2.4. poBelieHHe Ha sTamax pa3paboTku (MOJEpHM3ALUM), TPOU3BOJCTBA, XPAHCHHS,
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tpancnoptupoBku  CK3M  wm  osrame  BBOZa B OKCIUIyaTalHIo CK3U1
(mycKoHaTagouHbIe pabOoTHI) CIEMYIOIIHMX aTaK:
BHeCeHHe HecaHKnuoHHpoBaHHBIX w3MeneHuit B CK3W wu (wim) B KOMIOHEHTBI
alapaTHRIX W  [POIPaMMHBIX  CPENCTB, COBMECTHO C  KOTOpBIMH IITATHO
GYyHKIUOHUDPYIOT CK31, B COBOKYITHOCTH IIpeACTaBIAIOIIIE cpeny
dyrkimonuposarus CK3V, KkoTopele  CMOCOOHBI — MOBIMATE  HA  BBINOIHCHHE
npenpapisiembix  k  CK3M  tpeGoBamwii, B TOM HHCIE C  HCIOIB30BAHHUCM
BPEIOHOCHBIX ITPOrPaMM;
4.2.5. muposemeHme arak Ha oSrame okcmmyartamuu CK3M  Ha:
IIepCOHATbHBIE TaHHBIE,
KIIOYEBYI0, AyTeHTHQUIMPYIOIYI0 M  IApOjbHYH  MH(QOpMAIIHIO CK3Y;
nporpamMusie kKomrnoHeHTsl CK3H;
anmnaparasie koMmrmoHeHTs CK3H;
mporpaMMHEIe KoMToHeHTsl C®, BKIIOYas HpOrpaMMHOe obecreueHue BIOS;
anmnapaTtHbie KOMIOHEHTH CD;
IlaHHEIE, IepeaBaeMble 110 KaHallaM CBSI3H;
4.2.6. TONydeHHe M3 HAXOJANMXCS B CBOOOIHOM JOCTYNe HMCTOYHHKOB (BKIIOYAs
MH(OPMAIHOHHO-TeJIEKOMMY HUKAIMOHHBIE CETH, AOCTYH K KOTOPBIM HE OrpaHH4eH
oTpe/ieIeHHbIM KpyTroM T, B TOM qHCIe uH(DOpPMAIMOHHO-
TeJeKOMMYHHUKarmonHyo cetb "HHrepHer") undopmammu o6 HC, B KOTOPOU
ucrionssyercss CK3U. ITpu 3ToM MOXKeT OBITh TOJNydeHa CIemyollas HHQOpMAIus:
obmue ceemenus o6 MC, B xoropoit ucmonssyercs CK3U (wasHauenue,
COCTaB, OIIEPATOP, OOBEKTHI, B KOTOPBIX pazMerensl pecypest C);
cBejieHnst 00  MH(QOPMALMOHHBIX  TEXHONOIMAX, 0azax  JIaHHBIX, AC, TIO,
ucnone3yemeix B MC  coBMecTHO ¢C CK3U, 3a WCKIIOYEHUEM CBEICHHUM,
CONEPXKAILMXCS TONBKO B KOHCTPYKTOPCKOM HOKyMEHTAlW Ha HHQOPMAIMOHHBIE
TexHONOrHUH, 6a3el manHbx, AC, I1O, ncnonssyemsie B VIC coBmectro ¢ CK3H,
collepKaHue HaXOAsIeHcss B CBOOOAHOM [OCTyIle MOKyMEHTAlMU Ha arnapaTHbIC
1 nporpammusie kKomroHeHTsl CK3U u CO;
o0lMe CBeNEHWS O 3alldilaeModl HMHQOpPMALUM, HCIONb3yeMOM B  IIPOLECCE
skcinryaranuu CK3U;
CBeleHMS © KaHalax CBS3W, II0 KOTOpBIM Iepenafotcs sammmaemsie CK3U
TlepcOHANbHBIE TAHHBIE (Jajlee - KaHall CBI3H);
4.2.7. mpuMeHeHre HAXOIIIUXCS B CBOOOJHOM OCTYIIe ~ MIIM  HCIHOJB3YEMBIX 3a
npenenamu  Koutponupyemoid 3omel  AC  wm  IIO, Bkmodas anmaparHele U
nporpammusie komoHeHTH CK3U u C®;
42.8. TIodydeHHe B paMKax IPEeJOCTABIEHHBIX IOJHOMOYMM, a TaKKe B pe3yJbTare
HaOJIoNeHuH cleayroniel HPOPMaLnK:
CBeleHMi 0 (PU3HUECKHX Mepax 3allluThl OOBEKTOB, B KOTOPHIX pasmemensl pecypcsl MC;
CBEeIEHWI O Mepax IO OOECIeYeHHI0 KOHTPOIMPYEMOH 30HBI OOBEKTOB, B KOTOPBIX
pasmeriieHsl pecypcest FC;
CBEIEHUH O Mepax [0 pasTpaHUueHUIO NOCTyIa B IIOMEINEHWS, B KOTOPBHIX HaXOMIATCS
CBT, #a xotopsix peanuzoBansl CK3M1 u CO;
4.2.9. UCIONb30BaHME IITATHBIX CPENICTB, OTPAaHUUYEHHOE MEPAMHU,  PEaTU30BaHHBIMUA B
NUC, B xortopoi wucmonssyercs CK3M, um HampaBleHHBIMH Ha NPENOTBpAIICHHAC U
IpeceveHre HeCAHKIIMOHUPOBAHHAIX JIEHCTBHUM.
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